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Instructions:

(1)AIl questions are compulsory.

(2)Draw neat diagrams wherever applicable.
(3)Assume suitable data, if necessary.

e | €V BT
Marks level
Q1 | Solve any six questions out of eight: ¢ 12
i) For a=86 and b=14, calculate gcd(a,b) , 2 col
ii) | List the weaknesses in DES vl e
iii) What are block ciphers? 2 co2 ¥
iv) How will you differentiate between MD-5 and SHA 2 Co3 An
V) Explain any three Properties of a good Hash ‘Function 2 Co3 U
vi) What is a digital signature? List its propertile/:s. 2 i b
vii) | What is IP spoofing? 2 cod u
viii) | Explain the limitations and challenges in intrusion detection systems. 2 Co6 U
Q.2 | Solve any four questions out of six. 16
i) Use additive Cipher with key=4 to encrypt the message “Knowledge 4 Cco1 A
ii) Compare DES and AES which one would you use and why? u £R An
i) Provide a comparison between Hash and MAC. . co3 £
iv) Briefly explain the purpose of a digital signature in the context of DSS. 4 gy CO4 i
V) Explain TCP/IP vulnerabilities (Layer wise). 4 cas
vi) Briefly discuss the historical background of PGP and its development. 4 Co6 d
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Q.3 | Solve any two questions out of three. 16

i) Using Hill Cipher encrypt the message” we live” using the keyphrase “ back 8 cot
up” and a 3 by 3 matrix

ii) Write a short note on El-Gamal Algorithm. 8 €04

i) What are the different types of firewalls and mention, the layer in which they 8 co>
operate? &

Q.4 | Solve any two questions out of three. £ 16

1) Write a short note on knapsack algorithm 8 £02 U

ii) What is the need for message authentication? List various techniques used 8 Co3 u
for message authentication. Explain any one

ifi) | What are the different protocols in SSL? How do the client and server 8 =00 i
establish an SSL connection? J

r i
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