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Instructions: :

(1)AIl questions are compulsory.

(2)Draw neat diagrams wherever applicable.
(3)Assume suitable data, if necessary.

Max. CO BT
Marks level
Q1 | Solve any six questions out of eight: 12
i) Differentiate between computer viruses and worms 2 CO1 U
ii) | What is evidence flow model of digital investigation procéss 2 €O2 155
iii) | What is windows forensic volatile information? < 2 COo3 U
iv) | List the contents of incident response lifecycle. 2 CO4 U
v) | How to preserve digital evidence with cryptography. 2 COS5 U
vi) | Describe in brief about network components and their forensic importance. 2 CO6 8]
vii) | State the importance of report style & formatting in forensic investigation 2 CO5 U
& report writing. :
viii) | State the difference between network flow and s{atistical flow while 2 CO6 U
analyzing the traffic over network evidence.
Solve any four questions out of six. 16
Q.2
i) Explain the incident timeline for cyber stalking. 4 COo1 6]
ii) | Illustrate about assessment phase of forensic investigation process. 4 CcOo2 U
iif) | Write an overview on MAC as boot sequence. 4 CO3 U
iv) | How to do a duplication of a hard drive. 4 CO4 U
V) | Describe the term reproducible and stick to the facts w.r.t to reporting 4 COos5 U
standards. >
Vi) | Explain the mobile forensics with example. 4 CO6 U
Q.3 | Solve any two questions out of three. 16
i) [llustrate the steps for Trojan attack with suitable example. 8 CO1 U
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\—5 { Write a short note on “finding IR talent’ 8 CO4
iii) | Illustrate the concept of report content & organization with suitable case 8 CO5
study.
16

Q4 \ Solve any two questions out of three.

i) (Demonstrate the steps for digital evidence investi

gation process with 8 CcO2 U

suitable case study.
8 CcO3 U

ii) | Write a short note on
a) Event logs

b) Anatomy of disk drive

g using TCP dump. 8 CO6 U

iii) \ Explain the steps of packet capturin
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