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lnstructions:
(1)All questions are compulsory
(l,rDran neat diagrams rvherever applicable
r I ),\ssurne sLritable data, if uecessary.
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or Solve any 1.lvo questions out ofthree: (05 ntarks each)

a) Lisl and briefly describe the five essefltial characteristics of cloud
Computir-rg accordir-r-e to the NIST rnoclel.

IJ

b) Describe holv virlLralization sLlpports cloLrd cornputing (()2 U

c) A,alyze ditlerent data disco'ery and classilicatio, techni que

l0
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o2 Solve an)' trvo questiolts out of three: (05 nrarl<s each)

a) Apph IPr'6 addressing and secLrrity features to erharce ,etwork
perfbrnrance and secLrrity in a clor_rd inl.r.astructur.e

cto4 AP

{ppll' Iclentity and Access Maragerrert (lAM) Solirtions to Secure MLrrti-
fcltalr C lotrd Appl icatiorrs.

b)
cos AP

DiscLtss Adapting ALrdit Methodologies for Different Legal Jurisclictiops irr
CloLrd Computing
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Solr e arrv trvo questions orrt of three. (10 marks each)

a) Discuss tlre legal risks associated with cloud cornpLrting, i.clLrclirrg clata
ovvnersh i p. conrpl iance. and th ir.cl-party I ia bi I it1,.

C]O6 U

b) Descri be co Llnternteasure stral eo ies CO] II(

c) Exantine cloud data storage architecture.

20

coi AN

Q.4 Solve any trvo questiolts oLlt of three. (i0 marks each)

a) Apply the concept of overlay ,etworris arrcl ercapsuratio, to exprairr
horv virtual private clor-rds (Vpcs) are createcr arrd securecr in
mu lti-tenant cloLrd infi-astructur.es.

CO.I AP
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b) Apply the principles of Secure Software Developntent Lifecycle
(sSDLC) to develop a plan for bLrilding a secure croLrd-native application
Inclr-rde security at each phase.

CO5 AP

c) Explain the impact of Lrsing clo,d-based progralrs arcr services o,
organizational requirer.nents. How do these clor-rd services adclress
scalabilities, cost efficiency, and resoLlrce optinrization lor businesses,j
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