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Solve any two questions out of three: (05 marks each)
Q1

Uc--ol
a) Explain Security Goals and Attacks

help to counter these attacks?

r,vith examples. How do security services

c04 U
Describe the Authentication method with an example'b)

Ap

10

CO1
c) rail fence technique for THERAJDHANIEXPRESS with n:3Applv

Q2
Uco4

Differentiate between Host and Network Based IDS?
a)

c()4 I1

the HMAC using a neat and well-organized diagram'Explainb)
TJ

l0

c0i
classification of firewalls with suitabie diagramsExplainc)

Solve any trvo questions out of three' (10 marks each)
Q.3

Apctl I

Apply Playfair Cipher algorithm on Plain text: Somaiya and Key: MONEY

to find cipher text.
a)

r-'r l) U
b) Describe DES algorithm rvith the help of a neat diagram' Discltss the

significance of Initial and Final Pennutation'
U(106

20

Explain SYN Flooding Attack? How does it cause a Buft'er overflow

Attack'l
c)

Solve any trvo questions out of three' (10 marks each)
Q.4

1lt'02
ExplainRSAKeyGeneration'Enctl"ption,andDecryptionlvithastritable
numericai examPle

a)

U

2A

DescribetlrechallengebaseresponseArrthenticationmeclranismswith d

suitable diagram.
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Question

Solve any tlvo questions out of three: (05 marks each)
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c) what is Dos? Give an example of Dos? How can one prote* against Dos?
what is DDos? Give an exampre of DDoS? Horv can on. p.o,.Ei"gainstDDOS? . -'--- v
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