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	Instructions: 
1. Clear and labelled diagrams to be made wherever needed.
2. Assume the data wherever needed. 
3. All Questions are compulsory.





	Question No.
	Solve Any 2 from each Question.

	Marks

	Q1.

	A. Demonstrate briefly the encryption of “DATASCIENCE” using the Caesar Cipher with a shift of 5.
B. State two key differences between Vigenère Cipher and Playfair Cipher in terms of substitution and key patterns.
C. Explain Vernam Cipher with an example. List its advantages and drawbacks.
	10 

	Q2.

	A. Describe concisely the working steps of the DES algorithm (initial permutation → 16 rounds → final permutation).
B. Summarize the RSA encryption–decryption flow stepwise with numerical computation.
C.  Explain briefly how the Diffie–Hellman Key Exchange establishes a shared secret over an insecure channel.
	10 

	Q3.

	A. List key stages of a DoS/DDoS attack and mention two suitable defense mechanisms.
B. Explain shortly how phishing attacks exploit human vulnerabilities and how enterprise training reduces risk.
C. State the role of firewalls and intrusion detection systems (IDS) in preventing network-level threats.
	10 

	Q4.

	Case 1(Attempt any 2 out of 3 sub-questions):
A global pharma company faces issues with counterfeit drugs entering its distribution chain. Multiple intermediaries—manufacturers, warehouses, distributors, pharmacies—use disconnected systems. As a result, verifying the authenticity of medicines becomes difficult. A blockchain solution is proposed where each batch is recorded as a transaction, hashed into blocks, and verified by permissioned validator nodes. Smart contracts automate compliance with temperature logs and transport conditions.
a. Illustrate how blockchain fundamentals—blocks, hashes, linked records, validator nodes—ensure drug authenticity from production to pharmacy.
b. Explain how smart contracts can automate quality checks, expiry validation, and cold-chain monitoring in the pharma supply chain.
c. Evaluate how the proposed system could reduce counterfeit drugs and improve patient safety globally.
	10 

	Q5

	Case 2(Attempt any 2 out of 3 sub-questions):
A government plans to build a blockchain-based citizen identity system to reduce document duplication, eliminate fake records, and streamline public service delivery. The system aims to create a decentralized identity ledger where citizens control their credentials. Each ID record is hashed, stored in blocks, and verified by consensus across government departments. Select data fields are exposed through secure smart contract–based permissions.
a. Design a basic architectural flow showing how citizen identity data is created, hashed, validated, and added to the blockchain.
b. Analyze the benefits of using DLT, consensus, immutability, and access control smart contracts in public service identity management.
c. Assess whether such a system can reduce bureaucratic delays, corruption, and document fraud in large-scale governance.

	10 
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