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Instructions:
(1)Al1 questions are compulsor;r.
(.Z1Draw neat diagrams wherever applicable
(3)Assurne suitable data, if necessary"
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Q1 Soive any two questions out of three: (05 rnarks each) 10

a) Explain how a social engineering attack works and demonstrate its
execution with an example scenario"

coz Ap

b) Apply vulnerability assessrnent and penetration testing (VAPT)
methodology to identify weaknesses in an organization.

co3 Ap

c) Define ethical hacking and discuss the importance of understar.ldir.rg

enemy tactics.

co1 TI

Q2 Solve any fwo questions or"rt of three: (05 marks each) 10

a) Demonstrate the process of conducting a physical penetration test
and suggest defenses against it"

co4 Ap

b) Explain insider attacks and describe how organizations can defend
against them.

co6 U

c) Apply Metasploit to perform a client-side exploit and describe the
steps involved.

co5 Ap

Q.3 Solve any two questions out of three" (10 rnarks each)

a) Plan and execute a full penetration test, inclr"rding structure,
execution, repofting, and information sharing.

c06 Ap

b) Explain buffer overflorv attacks in l-inux with staci< operations and

exploit development steps.

c02 U
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c) Apply Windows exploit development conceprs (SEI{. memory
protections) to craft a basic exploit scenario.

co6 Ap

Q.4 Solve any two questions out of three. (10 marks each)

a) Analyze SQL Injection and Cross-Site Scripting (XSS)
vulnerabilities in r,veb applications and prooose mitigation strategies.

co3 An

b) co5 Ap

c) Explain the owASP Mobile Top l0 and discuss common mobiie
security vulnerabilities with examples.

c04 U
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Apply client-side browser exploitation ccncepts to demonstrate how
a heap spray attack is executed. ,


