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Instructions:
(l )All questions are compulsory.
(2)Draw neat diagrams wherever applicable.
(3)Assume suitable data, if necessary.
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Q1 Solve any two questions out of three: (05 marks each) 10

a) What is IP addressing? Explain the types of IP addresses (Classful and
ClasslesS) and illustrate with examples.

col U

b) Describe the process of key exchange using the Diffie-Hetriman protocol.
Why is it considered secure?

coz U

c) iliustrate any two inforrnation-gathering techniques used during the
reconnaissance phase of ethical hacking.

co3 U

Q2 Solve any two questions out of three: (05 marks each) 10

a) Discuss how attackers hijack sessions and explain mechanisms for
securing cookies.

co4 U

b) Describe the categories of power analysis and their impact on security co5 U

c) What is SQL Injection (Blind) module in DVWA. How does it differ from
normal SQLi?

co6 U

Q.3 Solve any two questions out of three. (10 marks each) 20

a) Demonstrate the procedure for subnetting with a suitable example. Why is
subnetting important in network design?

col U

b) Draw the architecture of DES algorithm and explain its steps with the help
of example

coz U

c) Explain the types of DDOS attacks co3 U

Q.4 Solve any two questions out of three. (10 marks each)
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a) consider a big single network having ip address 200.l.z.a.Divide
this network in to three subnets. use the concept of ip subnetting?

co1 Ap

b) Explain the steps in performing web application vulnerability
scanning using metaspolit with the help of example?

co3 U

c) Demonstrate the steps of performing wifi hacking using cracking method co4 Ap
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