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Instructions:

(1) All questions are compulsory.

(2) Draw neat diagrams wherever applicable.
(3) Assume suitable data, if necessary.

Q. Question Max. CO BT

No. ) Marks level
Q1 | Solve any two questions out of three: (05 marks each) - 10

a) | Give a classification of Cybercrime and Cyber Criminal. : Col U
b) | Explain in detail identity Theft. co2| U
¢) | Describe four common methods attackers use to install keyloggers CO3 )

on a victim's system.

Q2 | Solve any two questions out of three: (05 marks each) 10

a) | Discuss the role of trademarks in cyberspace with suitable cases. CC4

b) | Describe preventive measures for avoiding email abuse and phishing COS5
attacks. ‘

¢) | Ilustrate different types of Information securit); standard compliances and CO6 8)
explain SOX Standards.

Q.3 | Solve any two questions out of three. (10 marks each) 20

a) | Evaluate the challenges in detecting passive attacks compared to active CcO3 U
attacks. Provide examples and explain how security mechanisms mitigate '
both types

b) | Explain GLBA and FISMA Information security standard compliances in CO6 U
details

¢) | Discuss the social engineering attack lifecycle in detail and explain the CO3 U

different methods of prevention mechanisms.

Q.4 | Solve any two questions out of three. (10 marks each) - 20
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a) | Evaluate the security implications of Blind SQL Injection in modern web CO3 U
applications. Provide real-world cases and propose preventive strategies.

b) | Expiain the role of search engine optim;zation (SEO) in e-commerce. CO4 U

¢) i) Discuss the iﬁlportance of ISO/IEC 27001 standards in strengthening CO6

organizational information security.
ii)Explain Indian IT Act 2008 article 66
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