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Instructions:
(1)All questions are compulsory. r

(2)Draw neat diagrams wherever applicable.
(3)Assume suitable data, if necessary.
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Q1 Solve any fwo questions out of three; (05 marlcs each)

a) If you are deploying an application on a cloud platform (e.g., AWS or
Azure), rvhat specific actions would you tal<e to secure the apptication
code and data? Provide examples of cloud tools or services ybu coLrld
use.

c02 Ap

b) Apply threat rnodeling techniques to identify vulnerabilities in an
IoT system.

co3 Ap

c) Differentiate between pol icies, procedures, gr-ridel ines, and standarcls
in InfoSec

10

cro 1 LJ

Q2 Solve any hvo questions or_rt of three: (05 rnarks each;

a) Explain the concept of role-based access control (RBAC) r.vith real-
world examples

c04 Ap

b) Explain the role of Active Directory in securing a network co6 L]

c) Explain the concept of RTo (Recovery Time objective) ancl Rpo
(Recovery Point objective). How do these concepts apply to the
recovery of healthcare applications tlrat store patient records and
critical medical data?

10

co5 Ap

Q.3 Solve any hvo questions out of three. (10 rnarl<s each)

a) Demonstrate a step-by-step approach to secure a windows server
using Croup Policy.

co6 Ap
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b) Explain the interrelationship between COBIT, Cadbury, and ISO
27001 in governance

co2 U

c) Explain how OWASP guidelines can prevent CSRF attacks co6 Ap

Q.4 Solve any two questions out of three" (10 marl<s each)

a) Develop a risk management plan for a finarrcial institutiorr coi Ap

b) Apply disaster recovery planning metrics (such as RTO, RPO,
WRT, MTD, and backup frequency) to a real-life scenario of an e-

commerce company recovering from a major server outage, and

explain lrolv these metrics guide the recovery strategy with sLritable
examples.

co5 Ap

c) Explain the concept of role-based access control (RBAC) rvith real-
world examples

c01 U
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