
L

Date o1' E,xam :2 I /5i2026

H(",Il. Siomr uil,:l I nstitute of' Tcch nolog1,, Sion, i\,{ u lll lxr i-22
( Arn t*mornl or.rs Collcge .A f in iatecl {o {.J n ivensi tv o{' l\.,H u nl hu i )

Ir4ay-.lLrne 2026
(8. Tech / M. Teclr.) Progrant: Computer Engineering Scheme: IIB

Regrllar Examination: L\r Semester: VIII
Course Code: CEDLCBO23 and Course Narne: Digital Forensics

Duration: 02.5 I'{ours Max. Malks: 60

*( )f ,F ,< ,< ,F ),k >k * ,t ,( >k >i{ ,k :* l. {. )i. >i. * >i: >1. )k

Instructions:
(I)All questions are compulsor,v.
(2)Drarv neai diagrams u,herever applicable.
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Qr Solve any {wo questions out of three: (05 marks each)

a) U

b) De scribe diflerent types of malware. U

c) Explain t1,'pes of digital evidence.
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o1 Solr,'e an1, two questions out of three: (05 marks each)

a) Erplein Snort and Suricata irr detail. 4 A

b) Dcllne data analysis techniques in forensics. 5 LJ

c) lrxplain goals o1' fbrensic reporling. 6 U

ol Solrre an-\,two cluestions out of tlrree. (10 rnarks each)

a) l.rplain lbrensic dLrplication process with suitable tools 2 U

b) i:.rplain u,idcitcc hanclJing process with cliagram -) L,I

c) Describe nrethocls useci fbr email tracing.
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Q.4 Solve any two questions out of three. ( l0 marks eaclr)

a) ['ixplain chain o1'custocly in detail 2 U

Lr) llxplain log xy1;1ly5l5 ancl registry analysis tcchniclues. 5 U

c) IJxpllin c:hirllclrr:cs in lbrensic report preparation
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Defirre cybercrime and explain its types.
1
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