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(1ALl questions are compulsory.

. (2)Draw neat diagrams wherever applicable.
| (3)Assume suitable data, if necessary.
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| 9 Question ‘I\fIa{(. co 1163‘:[;1
: No. lviarks e
Q1 | Solve any tvs}o queétions out of threé: {05 marks each) 10
a) | Explain different mitigation techniques for protecting stored data. G Y,
'b) | Explain the purpose of code review. e u
¢) Explain how CSRF attacks occur. LA v
| Q2 | Solve any two ‘qu'esti'ons out of three: (05 marks each) 10
a) | Explain the concept of permissions in Android. ooy ¥
| b) Explain thevprinciple of least privilege in Android components. Lo U
c) Explain physical adjacency attacks in Android devices £5 v
Q.3 | Solve any two questions out of three. (10 marks each) 20 |
‘a) | Discuss cofhmon threats in nﬁodérri web applicétions and suggest ol W
suitable defense mechanisms
b) | Describe best practices for secure application architecture and code Ll v
| security. ;
i c) Discuss resbonsible disclosure pfograms and bug bounty programs 3 U.
| in detail. .
Q.4 | Solve any two questions out of three. (l 0 marks each) 20
j a) | Describe thé role of software deVelopers in protecting sensitive data. L ¥
b) Diécuss besjt practices for securihg Android intercomponent | =0 o
communication
c) Deécﬁbe Google infrastructure secﬁrity meéhanisms in Android L U




