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(1)All questions are compulsory.
(2)Drarv neat diagrams wherever applicable
(3)Assume suitable data, if necessary.
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Q1 Solve any two questions out of three: (05 marks each)

a) Define threat modeling. Explain structured approaches used in threat co1 U

b) Describe structured approaches to threat modeling and explain their
advantages.

col U

c) Explain the importance of brainstorming during threat identification

10

cos U
o1 Solve any two questions out of three: (05 marks each)

a) Explain spoofing, tampering and repudiation threats in detail rvith c02 U

b) Descri be Information Di sclosure and Denial-of-S ervice threats.
Explain mitigation techniques for both threats

c02 U

c) Explain the role of threat modeling tools in identifying web
appl ication vulnerabilities.

10

cos Ap

Solve any two questions out of three. (10 marks each)

a) Explain the structure of attack trees and discuss their role in securitv
analysis. Construct an attack tree for online banking fraud.

COJ Ap

b) Explain web threats, cloud provider threats and mobile threats with
suitable case studies.

c05 U

c) Explain operational Threat Models and threats to threat modeling
approaches.

20

c06 U

Q.4 Solve any trvo questions out of three. (10 marks each)

a) Differentiate between open-source and commercial threat modeling
tools with suitable examples.

20
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b) Explain def-ensive tactics and technologies used for mitigating
threats in modern systems.

co4 U

c) Erplain attacks against cryptosystems and discuss best practices for
building secure cryptographic systems.

c06 U
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