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Instruclions
(l) AII questions are compulsory,
(2) Draw neat diagranrs wherever applicable
(3) Assume suit:rble data, if necessary.
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Q1 Solve any 'rsvo questions out of three: (05 rirarl<s each)

a.) Write a short note on Cyber Frauds with suitable use case co1 U

b) What is a role of lorensic irrvestigator? (- (-\a U

c) Explain the booting process in detail with a suitable example"

t0

co3 ITU

Q2 Solr,'e iin1, t-vl,o cluestions out of tliree: (05 marl<s each)

cL) What is volatile data? What is order of volatility of digital
eviderrces?

c04 LJ

b) corirr-nissiurr of cybercrinre rrray be divided irrto hor.v man1, groups?
Describe thern in brief.

CO5 IJ

c) Describe tire procedure for retrieving files in cachecr spa.ce :iiici in
Lr i'i a i I ocatecl space d u ri n g r.r, in dows i'orens ics process.

10

co3 U

Q.3 Soive any tlvo qr,restions out of'three. (10 marlcs each)

a) l'lori, is registry information important in windows forensics?
Explain lvith example.

co4 U

h) sony l)iclLrres Entertainment sirfTered a maior cyberattack in 2014 in
r'r'hich attacl<ers usecl phishing enrails ancl marware to gain
unauthorizccl access to conrpany systerns. llrnployees reccivecJ
ilalieioLrs emails that installed malware when openecl. 'l'he attacl<crs
stole conflciential ernails, ernployee inforrnation, unreleasbd movie
clata, ancl business doounrents. For this use case identily the foLrr types
o1'pr-rssible enrail attacks arrd suggesi a solution 10 prevcnl those
ati ac l< s.

co5 Ap
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c) Illustrate the concept of wireless intrusion detection systems witli
example.

cro6 TI

o.4 Solve anSr tlvo questions out of three. (10 rriarlis i:a.ch)

a) Describe clifferent types o1'wireless attarrlis r,t,iih exampie. co6 U

b) Write a shoft note on
a) Privacy is big issue in emailing
b) Different types of email attacks

co5 LI

c) Elaborate the Iif-e cycle of Mobile Folensic process with respect to
case str.rdy

ao

c06 LI
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