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May-June 2025-26
B. Tech- Scheme liIllIIBiIll: IIB

Regular ffY/l.Y Semester; llllllllllV lVlV]/VII/VII I

dfdtourse Name : Appl icati on SecfiIifi)*"
Llate of Exam: i-11's Ma,'i. Marl<s: 60

inst-ructions:
(1)Al1 questions are compulsory.
(2)Draw neat diagrails wherever applicable
(3)Assume suitabie data, if necessary.

a.
No.

Qr-resiion Max.
Marl<s

CO 1l'fli!

level

o1 Solve any two questions out of tlri:ee: (01; ura-il<s each) 10

a) What is web application reconnaissance? coi U

b) How to deftnd against SQL injectioir c02 App

c) What are parameterized queries? U

a) Solve any two questions out of three: (05 rnarhs each) 10

What is segregation of production data? co4 U

b) Define dynarnic web application proliling" C]O:] LJ

c) List benefits olthreat modeling. CC(; ti

Q.3 Solve any trvo qucstions out oi'ihrec. (10 rnarks each 2A

a) Explain CORS vulnerabililies iintl iloS attacl<s with exarnples. c{)l ry'$r

b) Explain vulnerability discovei'y and code review for security c02 1\gr gu

Discuss techniques for securing coolties, passwords, and storage. CO3 Aptr

Q,4 Solve any two questiorrs oi"rL ollhree. (10 urarl<s each)

a) Explairr roles and responsibilities iir secure clevelopment teams co4 /lpp

b) Explain testing strategies for databa:;cs, Ai)ls, ancl integrations cos App

c) co6 App
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c)

[ixplain intcsration of threat tnoclcling irr SDLC.


