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ln strLrction s:

(1)All questions are compulsory.
(2)Dralv neat diagrams wherever applicable
(3)Assurne suitable data. if necessary.
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Qr Solve any tlvo questions out of tlrree: (05 inarks each)

a) Apply RSA encryption technique for secure communication and
explain the role of public key and private I<ey in the encryption and
decrl ption process.

C()2 Ap

b) Analyze the impact o1' Dos and []Dos attacl<s or1 networr(
infrastrurcture, sLrggest suitable preventive measures using FirewalI
and IDS/lPS technologies.

co4 Ap

c) Explain the following concepts with suitable examples:
i) Cyber Vulnerability
ii) Security Coals

iii) Authentication usirrg Biometrics
iv) RBAC Model
v) Def'ense in Depth
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0? Solve any two questions out of three: (05 r-narl<s caclr)

a) Explain the foIlowing Irr1'orrnation Security Management concepts:
i) Security Policies
ii) Incident Response
iii) Risk Management
iv) Business Corrtinuity Plan
v) Cybercrime Laws

(-06 tl

tr) h.xplain the concepts o1' (lonlldentiality, Integrity, and AvairaLririty
(CllA I"riad) witlr suitable examples,

l0
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c) A cornpany's web poftal is aff-ected by Cross-Site Request Forgerl'
(CSRF) and Session Hijacl<ing attacl<s. Explain how these attachs
occur and reconrmend suitable browser-side and server-side rlef-ense

meclranisms.

cos Ap

Q.3 Solve anl,two questions out of three. (10 r-narl<s each) 20

a) Apply Diffie*Hellrnan Ke.v Exchange algorithm lbr establishing
secure communication betweeit two users. Compare Diffie-Hellman
with syrnmetric encryption teclrniques in terms of key distribution and
security.

co2 Ap

b) Explain the following concepts related to Software, Operating System
and Database Security:
i) Format String Vulnerability
ii) Virus
iii) Windows Hardening
iv) Database Integrity
v) Multilevel Security

co3 U

c) Apply suitable web security mecharrisrns for protecting modenr web
applications. Discuss the role of the fbllowing:
i) HTTPS
ii) Secure Cool<ies
iii) OAuth
iv) Email Se*rrity
v) OWASP Top l0 Security Risks 

I
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Q.4 Solve any two questions out olthree. (10 rnarl<s each) 20

a) Analyze TCP/lP security wcal<ncsscs and explain how ARP Spoofing
and Port Scannirrg attacirs ailbct nc'trvorl< communication, Also
discuss the role o1'VI)N and ll)sec in sccuring network traffic

c04 Au

b) A healthcare orgarriz-ation stores sensitive patierrt records on a

centralizeci inlbrmatiorr systern acccssed by doctors, nurses arrci

aciministrative sta{1. 'l'he orgriniz-ation urants to prevent unautliorizeci
ilooess arrd ensure clata corrlrdgrtialitl,ancl inregrity.Appl,v siritablc
auihentication and access cclntrol nrcchanisms Ibr securing the
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systerx. Explain the role of Passwords, Biometrics, RBAC and

Security Coais in protecting sensiiive patient intbnnation.

c) Explain the fbllowing concepts related to System and Network
Security:
i) Packet Sniffing
ii) Worm
iii) File Protection
iv) Rootkit
v) Wireless Intrusion Detection System (WIDS)
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